Not Yet Another Digital ID:

Privacy-Preserving Humanitarian Aid Distribution
Aid Distribution & Challenges

Humanitarian organizations distribute physical goods to people in need. Traditional aid-distribution systems are paper- Efficiency matters! People
based, which do not scale to large populations. Considering the special working context, humanitarian gathering together for a long
organizations must digitalize aid-distribution systems without harm. time is dangerous, terrorists
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F1: Distribute per household.
F2: Enable modification.

F3: Periodic distribution.

D1: No stable connectivity.
D3: Robust distribution.

D4: Usabillity.
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*What if there is no TEE? In some areas where aid distributions happen, smartphones are available at least per household. It is practical to use phones
as tokens. However, phones are not tamper-resistant, and hence, cannot be treated as TEE. To make sure the correctness of computation happen in

the phone without compromising user privacy, we incorporate Attribute-Based Credential (ABC) scheme into the solution. The phone runs ABC with RS
to get a credential at registration, then shows the credential with zero-knowledge proofs at distribution. Talk with us for more details!
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